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Abstract. RFID (Radio Frequency Identification) has achieved widespread
success in supply chain management, object identification, and assets tracking.
In these applications, we often need to search for a particular set of products in a
large-scale collection of products. Existing schemes have been proposed, but
they are limited by a couple of problems. Firstly, they fail to work under the
situation when the cardinality of X is much larger than that of Y. Secondly, they
implicitly assume the RFID readers are adequate powerful so that readers can
handles a large number of query requests in a short time. To this end, we
propose ITSP — Cloud-based Iterative Tag Search Protocol, which can locate the
tags in a secure and efficient manner. To be secure, ITSP authenticates the
communications between RFID readers and tags to in advance. To be efficient,
ITSP reformats the single-round communication model to a multi-round com-
munication one between readers and tags. Furthermore, ITSP employs a cloud-
based service to rapidly conduct the searching process. Extensive experimental
results show that the proposed scheme achieves high-levels of searching effi-
ciency with the improvement at least 19 %.
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1 Introduction

RFID (Radio Frequency Identification) is a wireless communication technology [1],
which applies radio signals to identify specific targets without touching objects
mechanically and optically. Usually, An RFID system consists of three parts: readers,
tags, and antennae. The readers transmit encoded radio signal to interrogate the tags and
gets stored information within tags. Readers have relatively powerful computation and
storage capability [11]. Each tag has a unique ID according to the EPC global Class-1
Gen-2 standard [12]. It receives the reader message and responds with required infor-
mation. RFID antenna receives and transmits the radio signal between tags and readers.
Owing to its low cost, non-contact sensing, and miniaturization, RFID has been widely
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adopted in inventory management [2], product tracking, intelligent transportation
systems [3—5], animal identification [6] and healthcare systems [7, 8, 17].

In RFID applications, we may encounter the following scenario. A batch of new
products are stacked in several warehouses that are physically remote. Sometimes, the
manufacturer needs to detect inferior products by counting all tags attached to the
products. Given the goal set of tags X, the problem is how to search them in the coverage
area of all the readers, which have the set of the tags Y. The objective of the RFID search
problem is to find the set of X N Y. Note that X may be totally exclusive to Y, i.e.,
X N'Y = @. For example, all of the products in some warehouse are qualified. On the
other hand, X may be totally included by Y, i.e., X N'Y = X. For example, all of the
defective products are placed in some warehouse. Moreover, the RFID readers suffer
from limited computation and computing capabilities. Each round detection, they will
spend a second. Therefore, they cannot continuously check the large number of tags
without break. Table 1 lists our notations used in this paper.

Table 1. Key notations used in the design of the proposed scheme

Symbols Description

X The set of the goal tags

Y The set of the tags in the coverage zone

Ye The candidate set of the tags

XNy The intersection set of X and Y

|| Cardinality of the set

BF(+) The bloom filter for a set

ANBF(B) |The subset of A that is filtered by the bloom filter for B
h(-) A uniform hash function

o The transmission rate from a reader to a tag
p The transmission rate from a tag to a reader
Preg The false positive rate

K The number of the hash functions
S The random seed
t The time for transmitting one bit

Many schemes have been proposed. However, they cannot deal with some prob-
lems. On the one hand, when the cardinality of X is larger than Y, some protocols
cannot work. On the other hand, with the number of tags getting larger, the search
efficiency drops due to the limited computing capabilities of readers. In this paper, we
propose ITSP — Cloud-based Iterative Tag Search Protocol. In the given protocol, we
reformats the single-round communication model to a multi-round communication one
between readers and tags. Besides, we put the process of computing into the cloud
which can make up the defects of readers in computing. To summarize, the contri-
butions of this paper are two-fold. First, the protocol can still work well when |X| > |Y]
and we can choose the best search method according to the relationship of |X| and |Y]
for the best efficiency. Secondly it uses the cloud-based service to get the efficient
search performance.
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The rest of the paper is organized as follows. Section 2 introduces the related
works. Section 3 describes the details of the Cloud-based Iterative Tag Search Protocol.
Section 4 evaluates the performance of our protocol. Section 5 draws the conclusion.

2 Related Works

Zheng and Li propose the Compact Approximator based Tag Searching [13] (CATS)
protocol that improves the search efficiency dramatically. It is a two-phase protocol
which considers all the readers as a whole. In the first phase, a bloom filter BF is
constructed with K; hash functions and the seed S;. BF| and S; will be broadcast to all
of the tags in the system. Once a tag receives BF1, it checks whether it can be filtered
by this bloom filter with parameter K| and S; or not. The tags that are not filtered will
keep silent in the next phase and do not response to the reader any more. On the other
hand, other tags will keep active as the candidate tags. In the second phase, the reader
broadcasts parameter K, and S, as hash function and the seed respectively to the tags.
The reader will build up a new bloom filter BF, according to the replies from those
candidate tags. If the time slot is not empty, the corresponding element in the bloom
filter will be assigned as ‘1°, otherwise as ‘0’. According to BF», the target tags also are
checked. The tags that keep active will be considered as the search results. Thus CATS
can reduce the search delay by tolerating some false positive cases. However, it cannot
work under the environment that the cardinality of X is much larger than that of Y [14].
Though the Iterative Tag Search Protocol (ITSP) protocol overcomes the disadvantage
above, we can still decrease the search delay by adjusting the number of the filtering
vector on the basis of the cardinalities of X and Y.

Both CATS and ITSP consider the readers as a whole, which results in the inter-
ferences among the readers in practice. Some existing works have been done to solve
the interference problem. Waldrop et al. [9] proposed the colorwave algorithm that
colors the readers in the system so that there is not any interference among the readers
with the same color. Tang et al. [10] proposed the RASPberry that makes the system
work in a stable way in the long term when the arrival rate of the tags are in the range of
the readers.

The security issue in RFID search is also another focus in previous work. Based on
the analysis work from Chun and Hwang [15], we found that the main reason for un-
security in RFID search efficiency is the loss of strong authentication between readers
and tags. If we have a sound mechanism for authentication, we can ensure the security
during the RFID search.

3 ITSP: Cloud-Based Iterative Tag Search Protocol

In this section, we mainly talk about how to enhance the search efficiency based on the
cardinality of X and Y and how to leverage the cloud-based service to improve the
computing capacities of readers.

Figure 1 shows the architecture of RFID search in Cloud. First, we input the set of
wanted tags into the readers. Then the readers request the cloud-based service for
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computing. After the cloud return the result, readers broadcast the computing results to
the tags. Tags will response to the request from readers. The communication between
readers and all tags may take several rounds and in each round, readers leverage the
cloud service to do computation.

Cloud-based
Service

N
[ Wanted Tags :% Readers J(:::)[ All Tags J
J

Fig. 1. The architecture of RFID Search on cloud-based service

3.1 Large-X-Query Algorithm

CATS cannot work when the cardinality of X is much larger than Y. The only one
round interaction mainly results in the problem. Because in the communication process,
CATS should meet both the false positive rate and the efficiency requirements. We
increase the number of the interaction round to solve this problem based on the idea
from ITSP [14].

We apply a partial bloom filter in Large-X-Query algorithm rather than a standard
bloom filter. We define some variables. Let total number of the elements as m and the
length of bloom filter as L. We define the hash function number as K. In the ith round, the
candidate tags in X and Y are X; and Y; respectively. There are some other definitions,
suchas W=XNY,U; =X;,—W,V;=Y; — W. U; and V; represent the remaining tags
that do not belong to the set X and Y respectively. X; = X, Y} = Y. In a partial bloom
filter, the false positive rate obtains the minimum value 1/2 in each vector when L/K =
m X In2 [16]. Thus, in each round, the reader transmits m; vector to the tags and the tags
transmit one vector to the reader. After one-round transmit, X and Y will change to:

Yipr = Vi x (1/2)" + W (1)
Xipn =Ui x 124+ W=(X;+W)/2 (2)
The time of this round is:
flm)=1/In2xm xX; xt+1/In2 x Yy x ¢ (3)
=t/In2(m; x X; + V; /2" + W) 4)

When

In(In2 x V;/X;)
In2

m; =
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The transmission delay of each round obtains the minimum value. Because there is
not any collision among vectors, the false positive rate is with no relation to the number
of transmitted vector. The false positive rate of each round is always 1/2. If we assume
there are b rounds of communication between the readers and the tags, the readers
totally receive b vectors. To satisfy the false positive rate, b should meet the require-

ment (1/2)b<P,eq, ie.,
b< —log, Py, (6)
Thus, total search time is:

b
X; Y;

T — L

Inq Z(m,xln2+ln2>xt (7)

i=1

In Large-X-Query, the reader transmits m; vectors to the tags and the tags transmit
one vector to the reader in each round (Fig. 2).

m, vectors
Readers | 1 vector "l All Tags

Fig. 2. The ith round in Large-X-Query algorithm

3.2 Large-Y-Query Algorithm

In Large-X-Query algorithm, the tags only transmit one vector to the reader. However,
transmitting multiple vectors to the reader may improve the efficiency, especially when
the cardinality of Y is much larger than that of X (Fig. 3).

1 vector

Readers P n, vector " All Tags

Fig. 3. The ith round in Large-Y-Query algorithm

y

The reader transmits one vector to the tags and the tags transmit n; vectors to the
reader. We name this algorithm as Large-Y-Query. After each round, X and Y will
change to:

Yip =Vix 1/24 W = (Y + W)/2 (8)
Xip1 = Ui x (1/2)" +W 9)

The time of this round is:
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f(ni):l/ln2><X,-><t—|—1/ln2><ni><Yi+1><t (10)
:t/1n2(n,~><Yi+1+U,»/2”'+W) (11)

When
- 111(1112 X Ui/Yi-H) (12)

In2

The time of this round can obtain the minimum value and total time is:

b
Xi Y
Tl"‘fzz<ﬁ+nixln2> X t (13)

i=1

If there are b rounds of communication between the readers and the tags, the tags
totally receive b vectors. To satisfy the false positive rate, b should meet the require-

ment (I/Z)b <Preg, i,

b< —log, Py (14)

3.3 Large-XY-Query Algorithm

We generalize the above algorithm to present Large-XY-Query. In each round the
readers transmit m; vectors to the tags and the tags transmit n; vectors to the readers.
After each round, X and Y will change to (Fig. 4):

X =U; x (1/2)" +W (15)
Yier = Vi x (1/2)" + W (16)

The time of this round is:
flmy,m) =1t/In2 x (m; X X; +n; X Yiyq) (17)

y

m, vectors
Readers P n, vectors " All Tags
-

Fig. 4. The ith round in Large-XY-Query algorithm

This is an equation with two unknowns which change constantly so that we cannot
obtain the optimal solution. Instead, we use the m; and »; in the two special conditions.
Total time is obtained by the following equation:
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b
Xi i
TZ)O,(I:Z(mixm+nixln2> X t (18)

i=1

The readers and the tags do not stop communicating until X; or Y; meets the
following conditions.

Yi| — (Wi

W] <Preg (19)

|Xil — W]

|W| <Preq (20)

3.4 ITSP Algorithm

According to the experimental results in Sect. 4, we can get the final search protocol
ITSP which can help us to choose the best algorithm based on the cardinality of X
and Y.

Algorithm 1. ITSP algorithm
: if [W]/min(|X|,|Y[)<=0.45 then

1
2 return Large-XY-Query
3: else if [ X>|Y| then

4:  return Large-X-Query
S5: else

6 return Large-Y-Query
7: end if

4 Evaluation

In this section we evaluate the performance of the proposed ITSP algorithm in our
paper. We mainly focus on the search efficiency and compare it with other protocols.
During the simulation process, we assume that there is no transmission loss between
RFID tags and the reader. In each frame the reader initiates the communication by
sending commands to the tags and waits for tag’s response. The RFID reader is capable
of detecting and distinguishing empty slots from nonempty slots. In the ITSP series
algorithms, we mainly focus on the size of transmitting vectors while other operation in
RFID search is negligible, such as estimating the size of Y and the cost of transmitting
hash seeds. In our simulation, we set both the R = T transmission rate and the T = R

transmission to be 100 kbps. Accordingly, ¢ = lgob,i; - = 10 7sec.

In our simulation, we will assume that [W| and |Y| is known. Because CATS
protocol cannot work when |X| > |Y| and we still need to take the variety of [W| in
account. We will mainly talk about four cases. Table 2 shows the parameters of the four
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cases. We set Py, = 0.001 among all of these four cases. Figures 5, 6, and 7 show the
result of these cases respectively. From Fig. 5, we can observe that the performance of
ITSP series algorithm is better than that of CATS in terms of search time. The larger the
ratio is, the better ITSP series algorithms perform. For example, when ratio = 0.9, the
Large-XY-Query, Large-X-Query, Large-Y-Query algorithm reduce the search time of
CATS as much as 19.3 %, 22.6 % and 23.7 % respectively. As we decrease the ratio, the
gap between CATS and ITSP series algorithms gradually shrinks. At the same time, we
can find that Large-Y-Query is the best algorithm when |X| > |Y]. Since the cardinality of
Y is larger than X, the tags transmitting n; vectors will bring more valid information in
order to decrease the search time. CATS perform poorly when |X| > [Y], and even cannot
work when |X| > |Y|. Figure 6 only analyzes the performance of ITSP series algorithms.
In this case, ITSP series algorithms can work efficiently. We observe that Large-X-
Query is the best algorithm in search efficiency. Because the cardinality of X is larger
than Y, the readers transmitting m; vectors will bring more valid information to tags.

Table 2. Parameter settings of four cases

Case X [Y| [W|

1 Y| x ratio 1000000 IX|/2

2 1000000 X[ x ratio Y|/2

3 500000 1000000 |X| x ratio
4 1000000 500000 [Y] X ratio

Next, we will focus the relationship between the search time and |W|. Based on this
simulation, we will draw a conclusion that which is the best algorithm in ITSP series
algorithms. Figure 7 shows that when |W|/min(|X],|Y|) <0.45, Large-XY-Query
is the best algorithm. While |W|/min(|X], |Y|) > 0.45, the best search algorithm was
chosen depending on the relation of |X| and [Y].

cats
1]

Large-XY-Query g Z t::gzji_\g?::ry

Lo ey UOH L ey cuenr

Large-Y-Query ] ¥

+ox0

saecrh time(s)
saecrh time(s)

o . . . . . . .
01 02 03 04 05 06 07 08 09 %
ratio xfy

L L L L L L L
02 03 04 0s 0B 07 08 09
ratio y/x

Fig. 5. The relation between search time Fig. 6. The relation between search time
and |X| and [Y]
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o L v *  Large-XY-Query
arge-X-Query O Large-X-Query
#*  Large-Y-Query #  Large-Y-Query
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100

90

80

saecrh time(s)

saecth time(s)

0.1 02 03 04 05 06 07 08 09 br 02 03 04 05 06 07 08 08
ratio wfx ratio w/y

Fig. 7. The relation between search time and [W|

Another performance issue we want to investigate is relationship between the
search time and P,,. Similarly, we will consider [X| > |Y| and |X]| < |Y] these two cases.
We use 3rd and 4th parameter settings in Table 2 and varying Py, from 107! to 107.
Figure 8 compares the search efficiency under different false positive rate circum-
stances. It is easy to find that the less false positive rate is, the longer search time is.
Generally speaking, the gap between the search time required by the ITSP series
algorithms and that by the CATS keeps getting larger with the decrease of P,
particularly when P,., is small. Thus, ITSP series algorithm is more applicable for
those application in which strict false positive rate is necessary. This also proves the
validation of ITSP series algorithm in search efficiency.

—B—cats

1601 —#— Large-XY-Query
—&— Large-X-Query
—#— Large-Y-Query

—=— Large-XY-Query
180T —&— LargeX-Query
—+— Large-Y-Query

saecth time(s)

saecth time(s)

r 4 3 2 1 20 1 L L
10 10 10 10 10 5 a 3 7 4
ratio xfy 10 10 10 10 10
ratio yfx

Fig. 8. The relation between search time and P,

5 Conclusion

This paper have investigated the tag search problem in a large-scale RFID system and
proposed ITSP — Cloud-based Iterative Tag Search Protocol. ITSP achieves high-levels
of accuracy in a secure and efficient manner, no matter the cardinality of the wanted
tags is bigger than all tags.
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